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Governance of Digital Workforce is Becoming a Consistent Challenge in the Course of 
Adopting Robotics and Cognitive Automation
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The telecom industry, today, is riding the automation wave. Painful manual tasks, which burdened staffs for ages, can now be easily handled by 
the software bots. However, in the process of onboarding the digital workforce, most DSPs have missed to establishing strong unified 

governance.

Findings from a Forrester Consulting report show that the majority of DSPs struggle with RPA Bot governance in their organization.
Survey question - With which technical & deployment issues is your organization struggling with when it comes to RPA technology? 

Performance 
& Scalability70% Difficulty in managing rules 

that guide bot behavior69%Control & operations of 
RPA bots are immature61% Insufficient reporting of 

the complete E2E process58%
Top 4 results

Bot licenses and application credential 
management is tedious & complex task
Frequent account lock and license expiry issues 
significantly impact the running processes

Lack of real-time alerts on 
process failures &  forecast often
leads to missing the SLA for 
critical deliveries

Bot orchestration across different platforms is 
very difficult
Different platform technologies and multiple 
application servers drain out manual efforts

Improper utilization & 
management of the digital 
workforce
Increases costs for bot controller to 
manage the bots 

Analysis of Bot KPIs to measure performance is time-consuming & exhausting. 
Real-time unified visualization of vital stats of all the bot metrics across technologies for 
hybrid orchestration is not available

Business Unit Owners Operations Team

Production Support 
Team (Bot Controller)

RPA Center of 
Excellence (COE)

Lack of unified governance of digital 
workforce significantly impacts different users

https://www.uipath.com/hubfs/Reports/UIPath%20RPA%20TLP.pdf?utm_medium=email&_hsenc=p2ANqtz-9_hGGLBPr_TrnP2yeX_L1jp0qyN0zWc_p0J3XO_4VTQxEK33b5ztMlGjHX2gqSlVB1fGX4mk2HRmBPm073Ou70_POr5w&_hsmi=59752382&utm_content=59752382&utm_source=hs_automation&hsCtaTracking=14b11fb3-468b-4dd1-a50e-b707d8f734f4|895bd55e-3c1b-4131-92e9-332bd7dd5562
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Focus Areas to Consider for Establishing an Effective RPA Bot Governance Model 

To provide insights to business owners in 
estimating the delivery time and optimize 
resource to meet SLA

Real-time Delivery Forecast 

To notify users on vital indices like,

• Inflow Alert
• Project Outage 
• Bot Downtime

• Database Occupancy
• License Expiry
• Password Expiry

Real-time Alerting

To provide business owners the 
downloadable performance reports both 
hour-wise and day-wise 

One-touch Real-time Report 
Generator

Integrated Visual Control Room

For a single view and management of the digital workforce across 
COTS and open-source platforms such as Blueprism, AutoHotKey, 
Automation Anywhere, UIPath, etc.

Include Infra tracking tools like,
• Bot Farm Manager 
• Database Health Monitoring
• Bot License come Utilization tracker
• Strong Identity, access and authorization 

management

Unified Bot 
Infrastructure Manager

To illustrate bot metrics and KPIs like,
• Delivery trend, Exception trend with bifurcation 
• Bot utilization and availability
• Project outage and bot downtime trends 

Real-time Unified Analytics 
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Automation Server Details
(CWWAPP1399)

Fig: Integrated Visual Control Room displays Bots running across different processes
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Access Disconnects

WSC Ordering

eCommerce

Order Entry &
Provisioning

Circuit ID Renaming

Facility Management Services

Bots in Production

Bots Running

Bots stopped recently

Bots status unknown
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CWWAPP1399-Bot 1 Process
Terminated-00:00:38(CST)

CWWAPP1389-Bot 2 Process
Warning-02:10:02(CST)

Bots with unknown status can be 
restarted or rebooted to bring them 
back to running state

Project Configuration
(Bot 1 Process)

Provide project, machine and 
process level insights related to 
live functioning of the bot
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Integrated Visual Control Room to Efficiently Manage a Digital Workforce
Higher levels of collaboration & transparency while managing bots across processes & platforms 1 2 43 5

Identify why bots are in unknown status
• Terminated: Abrupt interruption or the application is down
• Warning: Bot performs action on infinite loop due to code 

bug or lack of inflow
• Pending: Bot is in the queue and it is not started
• Debugging: Coder/Developer debugs the code.

• Provide real-time tracking of all bots across COTS and 
open-source platforms like Blueprism, AutoHotKey, VB 
Macro & Automation Anywhere, under one roof.

• Collaborate all the bot sessions running across processes 
in different application servers.

• Quickly find the root cause of non-functioning bots

Facility Management 
Services

The Production support team lacks an integrated view of all the bots deployed across 
different processes and platforms. They need to manually login to each bot machine, 
analyse issues and then take subsequent action. 

Bot Controller

An integrated visual control room can 
address this problem more efficiently
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Hours to 
Complete

Fig: Sample Image of Delivery Forecast & Inflow Alerts for Different Processes

Estimated 
Inflow / day 

Completed 
Orders

Average Handling 
Time

(in mins)

Bot AssignedCurrent 
Inflow

Inflow Alert
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Real-time Bot Delivery Forecast & Inflow Alert Mechanism
Visualize key metrics in real-time to meet the required SLA 1 2 43 5

These issues can be addressed using a Bot 
Delivery Forecast & Inflow Alert 
Mechanism

Business Unit Owners Lacks real-time visibility in the running processes.

Production Support 
Team

Not aware of inflow in real-time and if the bot has stopped 
picking orders. Such production outage issues easily take 
20-30 mins even to be detected.

Delivery forecast for a process can be calculated by capturing following details:

• The estimated Inflow for the 
day

• Number of orders completed
Reallocate or scale-up bots for any specific processes, which are lagging behind.

• Average Handling Time for an order to be completed
• Number of bots assigned

E.g. Bots can be switched from Order Entry & Order Provisioning Process to Access 
Disconnects Process, ensuring SLAs for both the processes are met for the day.

A B

Inflow alert status type:

C E.g. For Voice Dispatch Processes, though the bot is in running status, it is 
not picking the orders. This requires immediate action or else can impact 
the SLA for this process.

• Receiving-Inflow: Indicates bot is active and acts on the input from the source
• No-Inflow: Indicates bot is not in a position to consume the orders even 

though it is in active & running state.

A

B

C

Helps RPA Center of Excellence (COE) team to 
reallocate required number bots for different 
processes from the unused/underutilized ones.

Real-time notification of inflow alert to the 
production support team. Quickly detect the issue, 
thereby reducing any downtime impact.

Estimated delivery forecast for each running process. 
Facilitates BU owners to add additional resources for 
on-time delivery.
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Automated Application Credential Management & Bot License Tracker 
Prevent production outage by avoiding account lock & license expiry issues 1 2 43 5

Automated Application Credential Management 

• Manually managing credentials is a complex & lengthy process
• Build a strong Identity, access and authorization management 
• Automate credential management process along with data privacy  

Fig: Sample Image of Application Credential Tracker

Automated Workflow for Application Credential Manager

Credential Manager 
Automation

Target Application

Backend Database
with Safe Vault

Update
Credentials

4

Get Expiry Information1

Request Old Password2

Generate New Password3

Updates New Password6

Update Expiry Information7

Update Credentials & Expiry Date5

Automation Platform

Bot License Expiry & Occupancy Tracker 

• Licenses once purchased, get used across different processes over time. 
• Tracking license usage & expiry across processes gets complicated with more 

automation. 
• A bot license expiry and occupancy tracker is vital to tackle this tedious task.

Fig: Sample Image for Bot License expiry & Occupancy Tracker

Functionalities to be built

License Utilization Tracker  
• Provide a holistic view on all the license purchased for each process
• Keep a track of unused licenses across processes to re-use them more 

efficiently. 
License Expiry Notification: An automated alert can be sent to RPA COE & 
Production Support on prior notice (e.g. 45 days before license expiry)
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Real-time Database Health Monitoring & Bot Infrastructure Manager

Email Alert Notifications can be sent to RPA COE and production 
support once the threshold is reached

Automated Database Housekeeping
Unwanted logs can be cleared intelligently to keep database occupancy 
under control

Database Occupancy Notification & Warning Alerts
Generate real-time reports for stakeholders to take necessary actions

Database Health & Occupancy Tracker

• Database health check assessment is crucial to avoid instability and 
performance issues

• Having real-time health monitoring to keep track of multiple databases across 
processes can avoid such impacts

Fig: Sample Image of  
Database Occupancy 
Tracker

Bot Infrastructure Manager

• Managing the Automation Infrastructure by traditional methods limits visibility 
to availability, searchability, integrity, and consistency. This leads to improper 
utilization of resources. 

• Unified Bot Infrastructure Manager can bring more visibility & transparency 

Fig: Sample Image of Bot Infrastructure 
Manager

Bot Farm Manager

Benefits RPA COE, Production Support & Operations Team 
in effective management of infrastructure

Keep track of availability of resources and provide configuration details such as Bot 
machine details, Associated Bot ID and Physical, Network and Logical 
Configuration

1 2 43 5
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Send real-time email alerts on production outages

Bot downtime hours is a clear indication to find 
gaps in the workflow. These insights can be used 
to optimize the processes
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Dynamic Bot Utilization, Project Outage and Bot Downtime
Cross-utilize bots across different processes and identify real-time production outages 1 2 43 5

Understanding and tracking bot utilization is very complex & 
time-consuming process for RPA COE and respective BU owners

Analysing trends based on historical information can 
help in extracting actionable insights

Analyze the average number of hours 
bots remain idle per day
• Monitor the difference between 

Actual bot Run time vs. Actual bot 
working time

RPA COE can use these insights to cross-utilize 
bots across process
• Find what processes are lagging behind by 

looking at the delivery trends and 
reallocate the bots accordingly

Historical trend for 
project outages shows 
for how long the project 
was consistently down

Fig: Sample image of Bot utilization over a period of time Fig: Sample images of real-time Bot status, Project Outage trend and Bot downtime trend
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Business & Operational benefits Achieved by a Leading Digital Service Provider 
(DSP) in North America

The service provider faced huge challenges in establishing strong governance over the RPA bots, which were deployed across 
different processes and different COTS & Open Source platforms such as Blueprism, AutoHotKey, and VB Macro.

Establishing an effective RPA bot governance model as mentioned in this Insight, 
helped the DSP to realize major benefits

Reduced operations efforts by 30%, 
optimizing bot utilization and 

effectively managing the bots across 
processes and platforms

87% reduction in time for 
detecting production outages

Realized $312K savings annually

~$152K saved annually by automating 
the application credential and bot 

license management

~$160K saved annually with unified 
infrastructure management and real-

time database health monitoring.



info@prodapt.com | www.prodapt.com

Get in touch

TH
A

N
K

  Y
O

U
!USA

Prodapt North America, Inc.
Tualatin: 7565 SW Mohawk St.,
Phone: +1 503 636 3737

Dallas: 1333, Corporate Dr., Suite 101, Irving 
Phone: +1 972 201 9009

New York: 1 Bridge Street, Irvington
Phone: +1 646 403 8161

INDIA

Prodapt Solutions Pvt. Ltd. 
Chennai: Prince Infocity II, OMR
Phone: +91 44 4903 3000

“Chennai One” SEZ, Thoraipakkam
Phone: +91 44 4230 2300

IIT Madras Research Park II,
3rd floor, Kanagam Road, Taramani
Phone: +91 44 4903 3020

Bangalore: “CareerNet Campus” 
2nd floor, No. 53, Devarabisana Halli, 
Phone: +91 80 4655 7008

SOUTH AFRICA

Prodapt SA (Pty) Ltd.
Johannesburg: No. 3,
3rd Avenue, Rivonia
Phone: +27 (0) 11 259 4000

EUROPE

Prodapt Solutions Europe &
Prodapt Consulting B.V.
Rijswijk: De Bruyn Kopsstraat 14
Phone: +31 (0) 70 4140722

Prodapt Germany GmbH
Münich: Brienner Straße, 80333
Phone: +31 (0) 70 4140722

Prodapt Switzerland GmbH
Zürich: Mühlebachstrasse 54,
8008 Zürich

Prodapt Austria GmbH
Vienna: Cityport 11, Simmeringer 
Hauptstraße 24, 1110
Phone: +31 (0) 70 4140722

UK

Prodapt (UK) Limited
Reading: Davidson House,
The Forbury, RG1 3EU
Phone: +44 (0) 11 8900 1068

CANADA

Prodapt Canada, Inc.
Vancouver: 777, Hornby Street,
Suite 600, BC V6Z 1S4
Phone: +1 503 210 0107

PANAMA

Prodapt Panama, Inc.
Panama Pacifico: Suite No 206, Building 3815
Phone: +1 503 636 3737

IRELAND

Prodapt Ireland Limited
Dublin: 31-36 Ormond Quay Upper
Phone: +44 (0) 11 8900 1068


	Recipe for managing the digital workforce effectively
	Governance of Digital Workforce is Becoming a Consistent Challenge in the Course of Adopting Robotics and Cognitive Automation
	Focus Areas to Consider for Establishing an Effective RPA Bot Governance Model 
	Integrated Visual Control Room to Efficiently Manage a Digital Workforce�Higher levels of collaboration & transparency while managing bots across processes & platforms 
	Real-time Bot Delivery Forecast & Inflow Alert Mechanism�Visualize key metrics in real-time to meet the required SLA
	Automated Application Credential Management & Bot License Tracker �Prevent production outage by avoiding account lock & license expiry issues
	Real-time Database Health Monitoring & Bot Infrastructure Manager
	Dynamic Bot Utilization, Project Outage and Bot Downtime�Cross-utilize bots across different processes and identify real-time production outages
	Business & Operational benefits Achieved by a Leading Digital Service Provider (DSP) in North America
	Slide Number 10

